Visionics Case

It was Monday October 8th 2001 and Joseph Atick, Founder and CEO of Visionics was rereading yesterdays New York Times magazine article about the use of Biometrics and specifically face recognition technology in the fight against terrorism which talked extensively about his company’s product, FaceIt. He looked up from the article and out of the window overlooking the now changed Manhattan skyline and reflected on the last month. His company’s stock price had nearly quadrupled since the September 11th attacks and he had been able to secure a once doubtful round of financing. Was he really about to see his vision of a “national shield” of face recognition systems become a reality, or would the technology skeptics and civil rights activists continue to dampen enthusiasm for potential customers.

Biometrics:  History and development

Biometrics is defined as measurable physiological and/or behavioral characteristics.

The history of biometrics includes the identification of people by unique body features, scars or a combination of other physiological criteria, such as height, eye color and complexion.   Early uses of biometrics include the practice in ancient China, whereby babies were distinguished from each other through ink stamps of palm and footprints.  In the early nineteenth century, criminology was the main driver of biometrics, when researchers studied the relationship between physical features and criminal tendencies.  A method called anthropometrical signalment involved taking measurements of people’s skulls to identify criminals and catch repeat offenders.  Although no definitive conclusions were reached on the link between cranial features and a life of crime, this work did lead to the use of the most well known biometric, the fingerprint, as the international standard for identification.

Although at present biometrics has limited mainstream usage, biometrics has found a home in popular culture, specifically the movies.  Movies have used biometrics in sci-fi or adventure films, including such movies as Total Recall and Charlie’s Angels.   Examples of biometrics in movies include forged identities through high tech facemasks, voice disguise, forged hands or fingerprints, even false retinal images through the use of contact lenses.  Whether the movies are prophetic in depicting how easily biometrics can be circumnavigated remains to be seen.  Without question, as with all security measures, there will always be those who seek to evade detection.

Currently, biometric techniques are used mainly in security operations.  For example, they are used in prison visitor system, state benefit payment systems, border control, gold and diamond minds and bank vaults.  Clearly these are areas where security is an issue and fraud is a threat.  Recent world events have lead to an increased interest in security that will propel biometrics into mainstream use.  Areas of future use include workstation and network access, Internet transactions, telephone transactions and in travel and tourism.

There are a number of different types of biometrics:  Some are ages old; others are more recent and employ the latest technology.  Technological advances will surely refine existing methods and lead to the development of new ones.  The most well known biometric technologies include fingerprinting, hand geometry, signature verification, voice verification, retinal scanning, iris scanning and facial recognition:

Fingerprinting:  This is the most well known non-invasive biometric technique.   There are several sub-methods within fingerprinting, with varying degrees of accuracy and precision.  Some can even detect when a live finger is present.  This method has been refined over the years.  Training is an issue with this technique.  

Hand geometry: This method measures the physical aspects of the hand and fingers.  It is easy to use.

Voice Verification:  A number of such products exist, although flaws exist with regards to local acoustics.  This method is still developing and will undoubtedly improve over time.  

Signature verification:  widely accepted as a means of identification, which is promising in its use as a biometric measure

Retinal scanning:  An accurate method, it does require the subject to look into a device and focus on a specific location.  This will likely limit consumer acceptance.  It is currently considered a marginal biometric technology.

Iris scanning:  Less intrusive than retinal scanning, this method is easier to use, and has great potential as an identification device.

Facial recognition:  Unobstrusive detection and verification are the strong points of this technology.  Discussed in greater detail below.

The Company: Visionics

Dr. Joseph J. Atick, Chairman, CEO and co-founder of Visionics Corporation thought back over more than fifteen years of technology development and management experience. Prior to founding Visionics, he directed the Computational Neuroscience Laboratory at Rockefeller University and prior to that the Neural Cybernetics Group at the Institute for Advanced Study in Princeton, New Jersey. In these positions, he led teams as they made significant advances in understanding how the human brain processes information. In the early 1990s, Dr. Atick co-founded and managed two other companies that focused on technology transfer and development. Over the years, he also served as a technical advisor to many high-tech enterprises and organizations, including NATO. He is a founding member of the IBIA, a trade association dedicated to supporting and advancing the collective international interests of the biometric industry as a whole. His current work as CEO of Visionics, however, seemed very promising.

Company Overview

Visionics came out of a 2001 merger between a private company named Visionics and a public company named Digital Biometrics, Inc. (DBI). DBI began in 1983 when software consultant Glenn Fishbine went shopping for a wedding gift. After picking up a crystal goblet, he noticed his fingerprint on the glass and had an idea. With help from his brother, who was a physicist, Fishbine developed the TENPRINTER system, and in 1985 he founded C.F.A. Technologies. (Fishbine left the company in 1997.) 

Investors brought in Jack Klingert, a 23-year veteran of Control Data Systems, as CEO in 1987. Three years later C.F.A. Technologies went public as Digital Biometrics, Inc. (DBI). Sales remained slow for the company until 1991 when the FBI and the Royal Canadian Mounted Police approved the TENPRINTER system. DBI introduced the Squad Car Identification fingerprint capture unit (SQUID) for police cars in 1992. 

In 1993 Lockheed Martin licensed the company's technology for its fingerprint identification project for the FBI. That year DBI moved beyond law enforcement, introducing an automated system developed with a Las Vegas Hilton hotel for casinos to track wagers and scan for cheats. In 1997 DBI and Grand Casinos (now Lakes Gaming) formed a joint venture to develop, test, and market the system. Also that year telecommunications market executive James Granger replaced Klingert as CEO.

The start of the new century had proven to be busy for DBI, however. Seven of the largest US airports installed DBI's fingerprint systems in 2001. DBI that year also bought face recognition technology specialist Visionics, taking on that company's name in order to reflect the merger. Granger resigned as chairman and James Atick, while retaining his positions as president and CEO, was named his successor.

Visionics Corporation is now a worldwide leader in identification technologies and systems. Through its business lines – FaceIt®, live scan, IBIS and BNP – the company delivers enabling technology, platforms, products and systems for biometric identification, with a specific focus on face recognition and forensic quality fingerprint identification. Visionics' DBI division -- targeted mainly at government agencies -- develops desktop and mobile systems that scan, store, and share fingerprints and identifying marks. It also makes networking software that lets agencies link databases and exchange information.

The FaceIt technology enables a broad range of products and applications built by partners (OEMs, VARs and system integrators). Visionics’ FaceIt division provides technology that lets users compare facial features to a given image, track a given face as it moves across a video field of view, distinguish a real person from an image, and compress facial images to a size fit for ID badges and passports. Visionics' "FaceIt" technology enables computers to recognize human faces. The software converts a photo into a mathematical formula called a faceprint. It is not affected by changes in hairstyle, mustaches, expressions or minor plastic surgery. The Mexican government, for example, employed this face-recognition software during the country's 2000 presidential election to help ensure that registered voters voted only once. 

Post September 11, 2001

Pre-September 2001, industry experts had predicted explosive growth for biometric technologies, estimating that the industry would grow from roughly $400 million in 2000 to $1.9 billion by 2005. Since September 11, 2001, however, interest in biometric-related companies rose sharply. Visionics stock shares, for example, have more than tripled since the September 11 terrorist attacks. Since September, Visionics had gotten contracts for its technology from several international airports in the US. These applications were intended to scan airports in an attempt to recognize terrorists and other security threats.
The Technology: How does it work? 

Facial recognition, like any other biometric device, has three basic steps: observation, normalization, and matching.

· Observation.  In the observation phase, a sensor takes some sort of reading of the biometric. The sensor type depends on the type of biometric. In the case of facial recognition, a picture is taken. This captured biometric observation is then turned into a “biometric signature” for the individual observed.

· Normalization.  In this phase, a computer uses an algorithm to “normalize” the captured biometric signature. The algorithm makes sure that this signature is saved in the same format (size, resolution, etc.) as the signatures in the database it holds. This “normalized signature” is saved for the individual.

· Matching.  A computerized matcher compares the normalized signature to the set of pre-existing signatures stored in the system’s database. The matcher provides a score to indicate how the normalized signature compared against each of the signatures in the database. What is then done with this information and the score depends upon the purpose of the overall application.

For any biometric application, two possible matching processes exist: verification and identification. In a verification application, the system must only answer a simple yes/no question – does this individual match who they say they are? This type of application could be used to verify employee identification to restricted areas, for example, by confirming that the employee presenting himself was who he claimed to be.

In an identification application, however, the system must compare the captured signature against all signatures in its database and provide a ranked list for the success of the matches. The process is no longer a one-to-one process, as verification is, but is instead a one-to-many process that is much more complex. Additionally, in an identification application, the subject need not be aware that the system is capturing his or her image. 

How will Face recognition technology be used?

September 11th threw face recognition technology and other biometric security devices into the limelight as the world reacted to the attrocities by asking how they could be prevented from happening again. Atick’s vision of an invisible shield against crime and terrorism is not a new concept and has already been implemented in some cities in the US and elsewhere, even before the attacks on September 11th.  

A discussion of potential uses of face recognition technology needs to start by making the distinction between authentification or verification of a claimed identity and identification of an individual from within a population of possible identities. Post September 11th discussions have focused on the use of security issues related to combatting terrorism but that is just one of many potential uses that have been identified which include the following:

· Identification of known terrorists at airports and other areas.

· Identification of shoplifters in shopping malls.

· Identification of drug traffickers at borders

· Identification of known football hooligans at matches and during their journey to matches.

· Databases of dangerous criminals

· Fast track immigration for people who are prepared to let their face go into a face recognition database.

· ATM machines to catch fraudsters and reduce the number of claims of “phantom withdrawals.”

· Entry phones to apartment buildings or access to offices 

· Behavioral recognition - London Underground, watch the crowd and look for unusual movement, e.g. potential jumpers.

· Verification of airport employees

· Additions to the Private Key Infrastructure. The likelihood of someone else using your workstation and successfully using your biometrically protected private key is very small.

· Casinos

· Incorporation of a Biometric into chip card technology.

· Check cashing booths

· Prevention and / or prosecution of Traffic offenses

· Verification of voters

The advantages of face recognition technology.

Both Visionics and Viisage position their Biometric technologies as being streets ahead of any password or PIN security and identification methods as Biometrics are tied to the individual and cannot be transferred. Unlike other Biometric technologies such as fingerprints and retinal scanning, face recognition does not require consent from the individual, a simple photograph on the database will do. False positives are not a huge issue as manual override or refer processes can correct mistakes. Face recognition techniques for security purposes can prevent the risk of discrimination against all members of a race or nationality e.g. all Middle eastern looking passengers at airports being subjected to increased security checks could be reduced by face recognition techniques.

Disadvantages of Face Recognition technology

One of the largest disadvantages of Face Recognition is the fact that the system is only as good as the face database which is uses for reference, in both the number of photographs and the quality of those images. Secondly, few terrorists are suspected until they have actually perpetrated a crime, and so preventing major terrorist attacks by unknown terrorists will be difficult. Actual performance of  face recognition system lags behind that of finger printing and retinal scanning.  Finally, there are the civil rights spokespeople who have Orwellian concerns about a big brother society and ensuring the security of the system and the integrity of the uses to which the cameras are put, above catching serious criminals.

Systems already in place.
The London Borough of Newham implemented Visionics FaceIt technology in conjunction with its CCTV network in 1998 to compare shoppers’ faces to their database of 100 known criminals. Crime in the borough has been reduced by between 34%
 – 40%
. They admit to the occasional mismatch, but false positives are not a problem. A lot of the decrease in crime is credited more to the deterrence effect than the actual use of the systems to catch criminals. But I ask whether that is such a bad thing? 

US interests in face recognition prior to September 11th was low, however the Tampa Police installed FaceIt on June 29th 2001 in Ybor City, linking it into their CCTV network that has been in place since 1997. The system was given free by Visionics for a year to prove their case with the US market. In the first couple of months the system had not been proven to catch anyone, and cynicism was ripe until September 11th.  

Other systems in action before September 11th included:

· Iceland’s Keflavik Airport – use FaceIt to survey passengers arriving for the EU to identify known criminals and fake asylum seekers

· Toronto’s Pearson Airport

· New South Wales, Australia. Police are using FaceIt to create, archive, search, retrieve and share digital photographs and criminal history records.

Proposed trials / sales since September 11th include:

· Boston Logan Airport.

· Order from INS for fingerprint based background checks on employees.

The Future?

The future will depend on two things. Firstly, the outcome of planned trials of systems at Logan and other airports, and secondly on reassurances to people concerned about their civil liberties that the use of Biometrics in security systems will be adequately regulated and controlled. 

Finally, Joseph reflected on whether or not his technology was going to prove to be a disruptive technology. Besides the criticism about current performance levels it is still streets ahead of anything PINS and passwords can offer in terms of security.

.
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