BIOMETRICS

(All readings are included as links in this document)

1.  Concept Overview
The following excerpt offers a thoughtful introduction to the concept and origin of Biometrics: 

“Identification and verification have long been accomplished by showing something you have, such as a license or a passport. Sometimes it also required something you know, such as a password or a PIN. As we move into a time when we need more secure and accurate measures, we begin to look at using something you are: biometrics.”

Definition & Derivation

Biometrics is defined as “the development of statistical and mathematical methods applicable to data analysis problems in the biological sciences.”

The term is derived from the Greek words bio (life) and metric (to measure).

History

The origins of Biometrics can be traced to 14th century China. The explorer Joao de Barros recorded that “Chinese merchants were stamping children's palm prints and footprints on paper with ink to distinguish the young children from one another.” Interestingly, this practice is apparently still used today in some parts of the world.

Later, in 19th century Europe, Alphonse Bertillon was trying to find a way to identify convicted criminals. Bertillon, an anthropologist and police desk clerk in Paris, developed a system called “Bertillonage” that used physical characteristics (body lengths) as a means of identifying criminals. This system was flawed in that more than one person could share the traits Bertillon used.

The shortcomings of Bertillonage prompted Richard Edward Henry of Scotland Yard to seek a more reliable method to identify criminals. Henry decided that fingerprinting was the most accurate way to do this, and police began to adopt this as the primary method of criminal identification in the early 20th century.

Until recent decades, fingerprinting was the principal method of using biometrics. With huge advances in technology and related applications, new forms of Biometrics have now emerged to upgrade and improve security and identification methods. With increased threats of global terrorism and other dangers, Biometrics will likely find its way into more everyday applications in the coming years.

One question to ponder as Biometrics evolves is the line between security and privacy. At what point does the advent of Biometrics propel us into an Orwellian future, where the government is able to monitor our every move? We will re-visit these broader philosophical concepts later after investigating more about modern Biometric applications.

Sources: Definition & History

http://ntrg.cs.tcd.ie/undergrad/4ba2.02/biometrics/history.html
http://www.cs.indiana.edu/~zmcmahon/biometrics-history.html
http://ctl.ncsc.dni.us/biomet%20web/BMOverview.html#definition
2.   Current Applications in Biometrics

Iris recognition

“There are several biometric security systems on the market today using elements of a human body such as a vein, face, fingerprint, hand or voice. Yet the iris is a far more advanced - and accurate - biometric identifier. 

Just like a snowflake, no two irises are alike. In fact, there is no correlation between identical twins, or the right and left eye on an individual. And, the quantity of information obtained from a single iris is far greater than fingerprints; the accuracy greater than DNA. As such, the iris is the core of the most infallible of human authentication technologies -- iris recognition technology (IRT).” (http://www.lgiris.com/index.html)

Advantages:

Accurate 
- “Iris recognition had no false matches in over 2 million cross-comparisons. 

Fast
- Enrollment/usage instruction takes less than 2 minutes. Iris recognition can perform all matches in less than 2 seconds. 
Scalable  
- Data templates require only 512-bytes of storage per iris and even very large databases do not affect search speed or degrade performance accuracy. 

Non-Invasive

- Unlike fingerprint or hand geometry, no physical contact is required for iris recognition technology, and no bright lights or lasers are used in the imaging process.”  
(http://www.lgiris.com/index.html)

Please refer to the company websites listed as below for detailed information regarding Iris recognition technology: 

http://www.lgiris.com/index.html
http://www.iridiantech.com/index.php
Fingerprint recognition

“The fingerprint recognition technology identifies a person by comparing the code created from the fingerprint image captured at access attempt (livescan template) to one or more pre-registered codes (reference templates). This comparison is based on a number of characteristic points (minutiae) of the fingerprint. The reference templates can be stored in a central authentication database, or on a personal smart card for increased privacy and security. 
The science behind fingerprint identification, has been used in investigative forensics for more than a century. Within the past 20 years, the advancement of personal computers has made it possible to use fingerprint identification in civil applications, such as logical and physical access control. 

While various biometric technologies have been introduced in the past decade, none has as strong and well-documented background as fingerprint recognition. Some of them quickly disappeared (such as retinal scanning), while others are slowly finding their place on the biometric map. For example, a maturing technology like voice recognition may have an advantage in telephone banking, but cannot compete with fingerprint recognition in the field of physical access control.

In addition to being accurate and convenient, fingerprint recognition has the highest user acceptance among competing technologies, and remains ahead in the number of units being deployed. Today, fingerprint-based authentication is by far the most often selected biometric security measure, dominating the majority of the market.” (http://www.guardware.com/)

Please refer to the company websites listed as below for detailed information regarding fingerprint recognition technology: 

http://www.guardware.com/
http://www.senseme.com/
Related articles

Security use for biometrics

http://www.pcworld.com/news/article/0,aid,106755,00.asp
Iris recognition technology

http://www.politec.com/iris
General info. regarding fingerprints recognition technology

http://www.bio-key.com/429386.htm
Facial Recognition:

Definition:

Facial recognition software has become very popular in the last few years as a way for law enforcement agencies to identify people by comparing faces in a crowd to faces in a software database. Visionics, a leading software provider in this arena, has a product that works by recognizing that there are nodes on a person’s face-approximately 80 nodes that are distinctive-and the software assigns a numerical code to these nodes that matches the encoding for the same node in the database.  


Please refer to http://computer.howstuffworks.com/facial-recognition.htm for more information on how facial recognition software works.

A leading vendor in the arena (Visionics merged with Identix in 2002): http://www.identix.com/
Issues:

Some law enforcement agencies have removed these systems after finding them ineffective at capturing criminals.

However, the National Institute of Standards and Technology has performed a recent study and issued a report that indicates that the software has dramatically improved since its first installations.

http://torch.nist.gov/public_affairs/releases/n03-04.htm
Others: 

Within the area of biometrics, there are several other types of applications that are used to identify individuals including retinal scanning (different from iris scanning), hand geometry (different from finger print analysis), voice identification, and applications that incorporate two or more of these types of identification into one.

3.  The Future of Biometrics:

Today we are swamped with applications that require the use of a password, PIN, ID card, key, another form of identification or a combination thereof.  All of these applications are potential uses of biometrics.  In addition, in today’s world where larger amounts of sensitive personal information is stored in databases and accessed in many ways, mew methods of identification that significantly reduce the probability of fraud are becoming essential.

Think about potential applications biometrics by law enforcement officials to quickly narrow mug shot searches or to cross-check surveillance images against a database of known criminals.  Day care workers will be able to verify the identification of the person picking up a child.  Legislative bodies will be able to verify the identity of government officials prior to voting.  Local voter registration officials will be able to verify the identity of voters so all we will have to worry about are those pesky little chads.

Smart passports will soon face up to tough scrutiny:
http://www.gcn.com/22_24/biometrics/23223-1.html
Fingering opportunities in biometric technology
http://austin.bizjournals.com/austin/stories/2003/11/03/smallb2.html
 
Biometrics Hold Key to Next Hi-Tech Revolution
http://www.bizreport.com/article.php?art_id=5572&PHPSESSID=915fc1ff1aaf8941489d1473b940a2ad
 
Biometric cards will not stop identity fraud
http://www.newscientist.com/news/news.jsp?id=ns99994393
4.  Study Questions:

1. Will privacy concerns derail the use of biometrics for identification and security?

2. What are the major challenges facing biometrics today?

3. Biometrics: a sustaining or disruptive technology?

4. Will biometrics result in a cashless society?

5. Would biometrics survive without government support and backing?

